AM) CALIFORMA »EPARTM®NT OF JUSTICE, 
CaaMINAJL INTELLIGENCE BUKEAU MGAR tr'G 
THE SHARING OF INFORMATION RELATING TO 
■ .CRIMINAL STREET GANGS 


FARITES. The p^es to this Memoriradum of Understanding (MOU) are the 
Depai^erit of Hdinei^d Security (DHS), Immigration and Customs Enforcenient 
(ICE); and &e California Department of Justice, Criminal Intelligence Bureau (GIB) 
pri.behldf pif tjie Executive Board (CEB) of the CALGANO^ system. 

AUTiOMTV. ICE is authdiized to enter this MOU under the provisions of: 8 
liiSC; f 1 ipa.;; 8-lif;S,C, § 19 U.S.C. § 1589a; and 5 U.S.C. § 552a(b)(3). 

Tiiei C^liibniiaipCij to enter this MOU trader the provisions of California 

Gdyerjtite^t: Code sections 150^ 

' PURpO$E. The purpose of this MOU is to set forth terms by "which ICE and CIB. are 
to shiare: law enforcement intelligence relating to criminal street gangs. 

©EHNltlONSi . 

GALGANG©: Database maintained by the California Department of Justice for 
tmcking'gang-relamd criminal inteh^^ 

GANGNETO: Generic gang database software platform that replicates the 
CALGANG© database., 

CEB: GALGANG© Executive Board 

GQHAC: California Gang Node Advisory Committee 


Criminal foteiligence Mor^ Mormatton that has been evaluated and 
determined to be relevant .to the identification of and/or activities of an in'dividuaJ or 
Giganirition retBonably suspected of involvement ant definable crjraiml activity. 


Nt^e; Independent repository of electfoiiic gang-related date withm GANGNBT© f. 
v\^ich an agency (Federal, state, or local) is responsible for mrantadnmg. Such 
lesponsibility includes the addition, dektirm, altering, and conrection of Mormation 
contained in that aaencv's node. 






















5. RESfONSIBBUTIESi 

ICBwill: ’ ‘ . 

- ^ a. Establish procedures to provide Califoiiila DOJ ’Vead-oidy’‘ access to the ICE 

. OANGNET© database. 

b. Identity ICE perepnnel, and provide rc^juired training to such personnel,: who 

will be authorized to have wad only access to and utilization of the 
CALOANQi^ database. Training is to consist of a course of instruction at the 
Train-the'fTrainer and User levels that address, at a mlnimunj: 

|r. !n»PdefButiOhofacriminaistreetgang; 

ii, Acc^tedcritena for ideh%ing gang members, associates, and entty 

.. . : ofiphotoj^aphs; 

HI, :eiimitialpredicate/reasoiiabieauspioion definitions; 

iv. Federal, state, and local statutes and policies wgarding cr imiir ial 
thtelligehce infonnation; and 

v. I^espohsibilidesiclated to, and utilization of the CALGANC^ 

d . procedures to resolve ICE interaal network issues and dilficulties 
related to the utilization of the CALGANG © system; 

d. Initiate procedures to acquire, msta«,maintmn mid utihze dedicated circuits f^ 

contiet^vity to the CALGANG© database, as well as acquiring appropriate 
hardware to connect to CALGANG© database; 

e. Initiate procedures to ensure that ICE personnel authorized to utilize the 
GALGANG© database have the appropriate level ICE background 

; investigation and security clearance; 

f. : Enswe Compliance with all provisions of 2t C.F.R. § 23 that apply to ICE, 

mcluding, but not limited to, the record validation and retention provisions 
cohiamed in 28 § 23,20(g) and (h) as well as die dissemination provisions 
corttoined in 28 CFR, § 23.20(e) and (f>, : • . 

g. betupprimary points of contact between ICE and California DOJ, establish 
procedures and provide iatoation developed by ICE tsrough the comparison 

of CaLGANG© data to ICE data to CALGANG© throng the California DOJ 
, hpde. 

h. Est^lish procedures and develop criteria for identii^ng and documenting 
erhmnal gang members based on input from toe ICE field offices. Such 
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criteria sre to be compatible with CONAG Policy audProoedure provisions 
aealmg with entry criteria. 


i‘ Bstabligli proceduros^ to conduct periodic routine audits of the ICE system' 

consistent iwth existir, < ''iB^rocedures and standards that will be developecf-^ - 

CGNAC, or when such a review is deemed warranted 
by ICE for system security purposes; 

California DOJ will: 

8- Work with CEB and GGNAC to establish procedures to provide ICE "read- 

only^ccess to its CALGANG© database. 

to ^solye all mteimal GIB network issues and di 
issues :rela%g to the maintenance, of the CALGAN^ database, ’ 

troubleshooting, and conheotiyity to supjmrt IGB utilization of 
c- .Setup primary points of contact between ICE and California DOJ> and 

establish procedures to provide ICE with technical and Business Subject 
Matier JExpeits (SME’s) to facUitate the exchange of technical information and 
technical snpporirelated:toinfrastructure(s),conSgurati6n(s), and seciirity on 

an as needed basis to support ICE’s utili 2 ation of the CALGANG ©system; 

d. Prpyjde IGE with information and standards.regardmg commutucations 
secitti^,]^ocedures and protocols to ensure technical communications 

CMGANG © information (data) and the respective IGE md 

•4. ■ POINTS. OB. CONTACT. ■ ' ’ ■ 


a. . Tot IGE: Gnit Chief, Human Rights Violators and Public Safety Unit Office of 
Investigations, 

of CGNAC and (2) the person acting as the Chief 



finformation (including data), 
snared under this MOU are restneted by the following conditions: 


St? between the Parties pursuant to.an exjfness understanding 

01 confidentiahl^r. Such mfomation, as well as inquiries and requests for 
mfoimation, medved by a Party under this MO0, is to be accorded protection 
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from disclosure to third parties to greatest CKtent permissible irnder the 
Freedom of Information Act (FOIAX 5 U.S.d. § 552, and subject todisclosure 
restrictions contained in die Privacy Act (PA), 5 II,S.C. § 552a, and California 
Government Code sections 6250, et seq. (the Cjdiforraa Public Records Act); 
Catefemia Civil Code sections 1798, et seq. (tbs California r“ imation 
Practices Act) as limited by California Pen^ Code sections HI05,11120, et 
seq, 13102 and 13300 etseq., and California Evidence Code section 1040; 

Tlie infonnation available to the Parties trough each Party’s respective Node 
is.to be treated as law enforcement inteUigonce and is not to be used as 
evidence in any criminal, civil or administrative proceeding, nor is it to be used 
md^eperidendy as probable cause to support arrest, search, seizure or another 
daWJofbmem.ent actipn. The Parties may only.use source dppianentation to 
sUj^drt legal proceedings and must contirm Woraation contained in records 
vrith the soUrce agendy to support any law enforcement action.^ 

A Pai^:&ait:)^ received infomiatiqh froin the otherParty pursuant tp this 
MOtJjs;:npt'to’i^e or disclo^ such information except for the piHposes 
enumerated herein, or as otherwise agreed to by the Party that was the source. 
:.of tlie; ihfqifmation; 

" : In .tlte event that ICE receives a FOIA or PA request for infonnation, 
Cpngressional inqtiiiy, or other request for information die response to which 
leqnrrcs disclosure of records obtained fifom CIB, or analytical product based 
thereon^ ICE is to consult with G IB prior to responding to the requester and 
protect such information feom the disclosure to tite greatest extent perinissible 
under applicable laws; 

r In the,event CIB receives a request for infonnation fi-om a nondaw 
: ej^o^ceiheiii State government entity, or pursuant to any State of California 
infonhariondisclosure laws, where information requested includes ICE records 
or aiiy ^aljtical product based thereon, CIB is to consult with ICE prior to 
responding tp. the requester and protect sUch infomati^on &om disclosure to the 
greatest extent perinissible under applicable laws; 

The Parties are to obtain permission for the disclosure to third parties of 
' information received pursuant to this MOU prior to sudi disclosure; unless 
thereis a compelling need that would justify a Party’s not raahing such a 
request, in whdeh case the .Party seeding to disclose the infonnaticiitt is to give 
notice of the disclosure to the Party that was the source of the infonnation as 
soon as practicable* A compdliag need exists where there is a n©ccss% to 
<tiscIose the ioforiaation in'order to avoid korameiiit danger to life or properly; 




g. To the extent either Party discloses information received Hinder this M.OU to a 
gove^ent entity in aceordance with paragraphs 7d and 7e, the Party is to 
provide notice to the third party to which the iiiformation was disclos^ that 
die third party is prohibited firom fixrttier disclosure unless it obtains 

: authoiizatibn ftora the Party that was fee-'am'ce of the iitfonnation; 

h. To .prevent the unauthorized disclosure, copying, use, or modification of 
inforinatipii provided to a Party under this MOU, the receiving Ps^y is to. 
restrict access to siich information on a need to know basis where such access 
is Remitted by 1^ and comistent with mtemal policy, and use recognized 
security mechanisms such as passwords, encryption, or other reasonable 

. safeguards to prevent unauthorized access; ‘ 

i. Prior to releasmg any information to the media regarding any prosecution,: 

inye?tigafioh, or o&er enforcement actioii based on information developed 
finder BiisMOU, ^e Parties are to confer in order to ehsure that the: 
ittfoM^Qu to be released is accurate and may otherwise he properly . 

..••S’ : ... ;:disb|bred. 

8.' OTHl^KPliOVISlGNS. . ' 

. :a. Nothing in this MOU is intended to conflict with current law, regulation, 

. policy, -:or the. directives of ICE, CIB, CEB or CGNAC, -ifa tefin of tins 

, a^Ceifient is inconsistent w;lth such authority, then the term shall be invalid, 
but'the remaiimig terras and cohditiom of this agreement shall remaih in full 
:’force andeffectv^ , 

b. This MOU is an internal airangcihent between ICE and CIB and does not 
create, or confer any right or benefit on any other pmon or party, private or 
public, 

.c. •. Each Party is responaible for any expenses it incurs as a result of activities 

under this MOU. 

Si fe^i^crrVJE.BATE, The terras of tiiis agreement will become effective upon 

signature by botfi parties. 

m . • BtlKATI'ON. 

The terras of Ms MOU will become effective upon the signature of both Parties..TMs 

MOU will remran in force as long as needed for the beaefitnf ICE, CEB and CGNAC, 
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11. MODMCATION. 


HmsMQU may be upon the mutual 'written consent of tibie Parties. 

12. REVIEW,- - ^ 




Tbs MQU will be subject to an initial review six months after its effective date, and 
eve^ two yebs bereafter. Failure of the parties to conduct periodic reviews will not 

resirit m the lennbation of activities provided for und^ this MOU 

13, TERtoATION, : 

Either Party, upon 90 days written notice to the other Party, may terminate this MOU, 




birectOT^”"’”^ 
Department of Justice 
Adm^^ative Services Division 









MEMORANDUM QF UNDERSTANDING BETWEEN 
TWI FEDERAL BT'RE A r OF IN^'ESTIGATTON, 

AND THE LAIJFORMA DEPARTMENT OF JUSTICE, 

BUREAU OF INVESTfGA'nON REGARDING 
THE SPIARING Of INFORMATIOjN RELATING TO 
criminal street GANGS 

FAR'i'IES, Hie panien to this Mcnionuidum of Understanding (MOU) are the Federal 
Bureau otTnvestigation (FBI) and the Califonxia Department oiUusliccTdriminal 
Intelligence Bureau fClB h acting on behalf of the Executive Committee (CHB) of the 
CaJGang System. 

AUTI-IORITY. The FBf is authorized to enter this MOLJ under the provisions of: 28 
U.$.C. 533, 28 U.S.C. 534.28 CFR 0.85 and 5 U.S.C. 552a, The California GOJ is 
authorized to enter this MOU under the provtsiom of Callfoniia Government Code 
sections 15025-11027. 


PURiATSE. The purpose of this MOU is to set forUfternts by which the 
to share law enforcement intelligence relating to criminat street gangs, 

DEFINrnOKS: 


.FBI and CJB are 


C.ALGaNGC’: .A .daiabase.maintained by the California Department of Justice and 
operated in accortlaace vviih 28 CFR pail 23 for the benefit of state and local California 
law enforcemenl agencies, tlie policies of v\4iich are determined by the CBB acting on its 
own initiuiive or in response to a recomnieadaiion foom CGNAC, 

CALGAHG users: Califonua state and local law enforcemeat agencies that utilize the 
CALGAHG sj'stenf. 

GAiNDNETC: Generic gang database software platform that hosts the CALGANGC- 

dfeitaouse, 

C K B 1 G A .L ( lA H !£xcc iii iv g B ourd 

CGNAC: Caijfornia Garm Node .Advisorv ComraiiTee 


* ^ 9 ft > < Vr V % i 1 iX^i if ^ 4 4 4 ♦ V vy4^,4 y J i f J ^ t. L ft ^ Ji N4.V 

that it is relevarti to the EdciKificauoi: ofanu the crimhiai activities engaged in by an 
individuih v\r!o oi- «raanizarion which is reaSohabiv susaecied of invoh'emeni in criminal 




activity, and. if ths itiibmiation pertains to poliiicai, retigious or socia) views, associatioits 
or activities ol'sueii individuals or organitiutjoa.s' that iris directly reiated to the suspected 
criminal acti virv'. 


Node: indepeMdent repository of electronic gang-rekit'd dam within GaugNet^ which an 
agency (Federal state, or local) is re-sponsible for mainiataing. Such responiibility includes the 
addition, deleiion. alteration, and correctioir of mfomHiiion eonmined in that agency's node. 


a. 


IlFiSPON-SlBlLITlES: 


The ri3t wii 


a. . Bstablish proeediires lo pi'ovide CalGang Users, as de&ted herein, with "read only" 
access to the FBI GangNet node, once such node is developed. 

b. {•dentify FBI persoanei, and provide crdiiiing to such personnel, who will be aathorked 
to hav-e "read only" access to the GaLGaHG© database. Training is to consist of a 
course: of instruciioFx at die Train-the-TraiBex and User levels tliat addressvat a mihimuni: 
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The defmir'On of a criminal street gang; 

.Accepted criteria for ideadiying gang members, associates, and entry' of 
photographs: 

iii. Criminal predicate/reastonable suspicion definitions;; 

iv. Federal state, mid local aamfes and |joUeis.s regarding criminaJ 
inteiHgerice infontiation; and 

V. Responsibiiities related to. andittiHzsiion of the C AiGANO'© sysiem. 

e. Inidhte procedures to resolve the FBI internal aeiwork issues and dif{'kti:hie.s related to 
the utilization of the CALGANGCt system: 

d. Initiaie proeedures. to acquire, bsialL midirtaln and utilize dedicated eircuits for 
couhecii vity id rho C.ALChANG© databasCvas v^ell as acquiring appropriate hardvvare to 
cOrinect to the CAUGANG© .database: 

0. Initiate prcceditfes to ensure thaf FBI personne! audiorized to uiiiize the C/tLGANG© 
database have the appropriate level of FBI bttckgrauhd inves.iigau on^^^^^^^^ security 
detuUnce: 


r. Ensure compliancewith all provisions of ilS C.F.R, pan 23 ihai uppiy to the FBI, 
nciuiliiig. hut not limited to. the record validacioinind retehtion provisions conmined in 2S 




C.E.R,. 23;.20{gj and sh) as weil us the dissemniaiion procedures coittaieed in 28 C.F.R §§ 

2?.20t'ej imd ifi. 

u, Sci up primary points of contact berween the FBI and California DOJ, Establish 

proecdiires and proyidc inforniadon developed by the FBI. through the comparison of 

CALGANGiC' data to the FBI data, to CalGang tfirougli the Califemia DOJ, 

h. Establish procedures and develop criteria for identifying and dobumenting criminal 

gang merrtbers based on iiiptit from FBI Held ofrlccs. Such criteria ai'c to be compatible 

with CUN AG PoUcy and Proccd:ure.s provisions dealing witli entr}' cdieria. 

i. Bstabli.sh procedures to conduct periodic: routine audit.s of the FBI system consistent 
with existing CIB procedures and siandards that will be developed in co:njunctto:n with the 
CGNAG. ot when such a review is deemed warranted by the FBI for system seeiirky purposes; 

QB vviil; 

a, Work with CEB and CGH AC to establish procedures to provide the FBI with 
i'ead-only’’ access to its CALGaNG© database. 

b. Initiate pfbeedures to resolve all Uitemai CIB network issuea and diilculties, 
including issues relating to the maintsaance of the CA LGANGv© database, 
iro abloshooriiig, and comisc i'vity to support FBI uulization of the system; 

e, Setup primary- points of contact between the FBI and CIB, and e,smblish 
procedures lo provide the FBI with “reehnical and Business Subject Matter 
Experts [SME's) to faciiitate tlie exdmge .of technical information and icciinical 
support related to iiilmstiucrare(s), contlgurada.nCs'), and security on an as needed 
basis 10 support tlie FBI's utilization of the CaLGANG© system: 

d. Provide the FBI with infxuraation and stapriairis regarding eommunicatioits 
security proceddras and proiocois to ensure technical communicadons 
connectivity for the protection of infbnnatlon fdata) and the respective FBI and 
CAI:.GAMG€l sysaims. 
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POINTS OF.COMTACT. 


Fo.’" the FS!: CMef Nuiionui Gang Intelligence Center {NGlC}. Criminal 
Division, FBI {•icadaiianers. Washington, DC. 



ACCEIiS TO AMD USE OF INFORMAIIOM 


the k 


a. 


The Pai'tles agree to the following conditioni! with regard to i«e and treatment ox 
dbrmuiion (including datalshared under this MOU't 

Inrbrrnation is shared benveen the Ptaties pursitant to an expreSvS undersiandirig of 
conlldentiaiity. Such information, as well as inquiries and requests for 
inlbrmarion, received by a Party under tliis MOUT is to be accorded protection 
from disclosure to tblKl parties to the greatest extent permissible under the 
Freedom oiTrJbrmation Act (FOIAj, 5 U.S.C. § 552. and subjectto disclosure 
restrictions caniabed in the Privacy Act (PA), 5 U.S.Cv § 552a, and California 
Government Code sections 6250, etsee. (the California Public Records Act).; 


C alilornia Civil Code sections 1798, et seq, (the Caliibmia Mbimadon Practices 
Act) as tixaited by Cali&rnia Penal Code Sections 11105, 11120, ei seq, 13102 
and 13300 et seq., and California Evidsnee Code section lQ40t 


b. 


c. 


The mtbnnadon available 10 the Parties ilmough each Parties’ respective Node is 
to be treated as law enlbrceraent mtellLgence and is not to be used as evidence in 
viny crimimd. cMl, t«- adininistrativ is it to be used mdependently 

to establish probable cause For an arrest or a search with or without a warrant, or 
to support any other law enforcement actioit. The Parties may only use source 
doGumenmtion tQ,suppOrt legal proceedings and/or law enlbccement action and 
nnist cordirm mtomiatiOB contained in records with and request permission from 
the source agency prior to any such use of die inlbrniation; 

A Party that has received inforrnation from the other Party pursuant to this MOU 
is not to use or disclose such iiilbrmation except for the puiposes enmnerated 
hereia. or as otherwise agreed to by the Party that was the source of the 
iniormaiiont 


• In the event the FBI receives a FOi A or P A request for informatioEi. 

L ongressionul inquiryi of other request ibr information the respoase to which 
requires discjo.sure of records obtamed from CIB. or any mialylical product 
based thereoiL the FBI Is to consult with; C113 prior lo responding to the requester 
n.nd will protect such iatbrniatiun from disclosure lo the creaiesi e.xient 
IVvTiiissible under applicrible lavvs. 



h. 


hj iha fvcnt CIB wcctves a request forintonnatton from a jaon-law eiiforcemen! 
Slate govenimeni entiiy, or pursuam lo any Siate of California 
iaforiTiaxion disclosure jaws, where information, requested iriciudes any 
FBI records or any analydcal product based tlrereon, CjB is lo consuJt with the FBI 
prior to responding to die requestor and protect such iiifomiation from disclosure 
to the greatest e.\tent possible under applicable iavt's. 

The Parties are to obtain permission for die disclosure to third parties oi' 
information received pnrsuant to this MOU prior to such disclosure, unless there 
is a coinpeliing need that would justify a Patty's not making such a request, in 
which case foe Party Seeking to disclose the iiiformadon is to give notice of the 
disclosure to the Party that vvas the source of tlie information as soorias 
praciicabje, A compelling need exi.sts wlien there is a necessity to disclose the 
iiiibrmatipn In order to avoid imminent danger to life or property. 

To the extent either Part],' eisciose.s m&rmadon.recaived under this MGU to a 
government third party in accordance xvith the provisions of this MOO, the 
■ Party is to provide notice to the thirei party to which the information was discio.sed 
that the tliird party is prohibited tiom fuitlier disdlosuj'e iinles.s it obtains 
authoriiaition irorn the Party dial was the source of the information: 

To preveni the ursaufoorized disclosure,, copying, use. or modifreatiohof 
inforniatioii provided to a P-aity under this MGfh the receiving Party is to restrict 
access to such m&miation on a need to-knowfo.a.sis. and use recognized security 
mechanisms such as passwords, enciyplion, or other reasonable safeguards to 
prevent unamhoiized access: 


i. Prior to releasing any informarion to the media regarding any prosecution, 

m'i'estigaiion, or ddier enforcement action based on information deyeloped imder 
this MO U. Che Pames are to confer in order to ensure that tiie information to be 
released is accurate and may ofoerwise be properly disclosed, 

QTHER FROVlSKfhiS. 


Naihiiig m this .fvtOt J is intended to coniTict with current law. regulation, poilcy, 
or the direct ives of the FBI. or C IB. CEB or COMA C. If a term of this agreement 
IS mcoeisrstent wtib such authority, then the term shail. be invalid, but the 
rernauung lernts mid cnudithjus i;f ihlg agreement shall remain in full force and 
cjfcct. 




b. This MOIJ is an internal arrangement between the FBI and CIB and does not 

ereate ur eonfer tiny right or betieliT on any other person or party* private or public, 

e. I;r5ies.s orhemise provided herein or in a suppiementaiy writing, each party shall 
bear its own costs in relation to this MOIJ, Even w'here a party has agreed (or 
Eater docs agi’ee); to jissume a paiticular Imanciul responsibility, the party's express 
wTitien approval inust be obtained before the inctirrUig by another paiiy of each 
expense associated with the rcsponsibiliiy. .411 obligations of and expenditures by 
the parties will be subject to their respective budgetaiy- and fiscal proeesses and 
availability of flinds pursuant to all laws, regulations, and policies applicable 
thereto. The parties acknowledge that there is no miimation, promise, or 
• guturanice that ftmds vvil! be available in future years. 


EFFECTIVE date. 

The terms of this agreement wdO become 
pafties. 


effective upon a signature by both 


10, DURAtrON 


Tiiv tenT!? shall remain in ibree as as nc*led rar the benefit of the FBI, 

CIB. CEB. and CGNAC. Tnis M(Pl’ w'iH. bs the subjeet of an, initial review six mon ths 
alter its effective date and every two yeat-s thereafter. Failure of the parties to conduct 
periodic reviews will not result in the temiination of activities provided for under this 


11. MDDIFICATIO.M. 


This MOU nmv be modified upon the mittual Written consent of the Parties. 


=*tyv‘Nrs-\ /VA t «. vv ' 

1 r ivMioi.-v i .1 uh. 


Eiiher Party, upoii 90 days vvriaen.notice to the other FarW. .may tenninate llib 
All rights. obiigaLioiu-:, respuiisibilities. iimitations, and other 
uutkrstandings with respect to the disclosure and use of iiifprrnation mceived during 
a Parlies' participation in this MCfL’ shall .sumve any tennination. 



APPROVED BY: 



James -feiirrus • 
AciingO\isistam DEeciof 
Division 

Federm Bureau of In vestigaci on 




-'1,. ■ 


Graig Boebler 
CllK 
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Califoriiia Department o-f Justice 
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